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LESI - Automotive Industry Advisory Board 
Open Vehicle Architecture 

Summary of Session Held June 29, 2022 
 

Background:  

As consumers, we all enjoy the convenience and a host of useful applications we access through smart 
phones as part of our personal digital network. As our vehicles become increasingly connected, the car is 
set to be the next major element of that network. To fulfill this promise, vehicle systems will need to 
adapt and expand. Traditionally, vehicle control systems and the software that directs them, has been 
the private domain of vehicle producers and key Tier 1 suppliers. Under the “old order” for vehicle 
design and manufacture, installing updates to vehicle software frequently involved a trip a dealer via 
slow and costly vehicle “recalls” from the manufacturer. New entrants to the market like Tesla are 
challenging this “old order” for companies that design and manufacture vehicles and their key suppliers 
by providing software-defined features that are frequently updated and offering new applications over 
the life of the vehicle.  

What allows vehicle controls systems to be “open?” Connecting vehicles to the “Internet of Things” 
through V2X (Vehicle to Everything) and Open Vehicle Architectures will enable the next wave of 
technology to change how we use our vehicles. Open Vehicle Architectures create an operating and 
controls system that allows ongoing software updates, new applications, and works with software 
applications from a broad variety of software/systems developers. For vehicles, this is a significant 
change from vehicle architectures that included dozens of small independent control systems which 
operate everything from engine and powertrain controls; vehicle comfort and convenience systems, 
including powered seats, windows, and sunroofs; safety systems, like airbags, and automatic emergency 
braking systems, and entertainment systems.  Other key drivers supporting Open Vehicle Architectures 
are include: 
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Since automobiles came into broad use in the last 120 years, vehicles were defined by styling and 
mechanical systems with unique features that helped create brand identity. In the past 45 years, those 
mechanical systems added electronic controls that optimized performance of everything from engine 
combustion to suspension and braking. These system controls came independently over time and often 
did not communicate with other vehicle control systems. 

Today’s vehicles contain up to 150 small electronic control units (ECUs) which generally operate 
independently to monitor and manage individual systems. 

 

 

Industry observers believe that the current systems that provide functional control of the vehicle will 
migrate from software contained in individual ECUs to domain controllers that contain a variety of 
software control algorithms, thus supporting multiple systems. These new domain controllers (DCUs – 
or Zone Controllers) will host software from a variety of vehicle systems and will be partitioned based on 
the risk associated with the systems they control.  
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Software Defined Vehicles 

Vehicle OEMs looking for a market advantage are also increasingly using software to create innovative 
performance, custom features, and unique vehicle identity. This trend is being embraced by the supply 
community, in cooperation with key vehicle manufacturers, as illustrated here: 
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Open systems will also help enable what automakers are calling “software defined vehicles.”   Software 
defined vehicles can be customized based on individual consumer preferences after the initial sale “over 
the air” with new applications sold to consumers or made available on a pay-per-use basis. With 
software defined vehicles, vehicle manufacturers will no longer be restricted to defining vehicle features 
either in the original design or during “mid-cycle enhancements” later in the vehicle’s production life. 

 

An open vehicle operating system creates a continuous path for new software-defined applications, 
through over the air (OTA) updates. New software and updates can flow seamlessly to the vehicle OTA, 
allowing vehicle manufacturers and suppliers of approved applications to update vehicle features and 
functions over the entire life of the vehicle. The tech industry has taken notice of this opportunity. 

 

What Is Happening:  Enabling Technologies - Open Vehicle Architecture 

Reconfiguring vehicle electrical/electronic architecture: One of the key enablers is the need for a signal 
and power distribution network inside the vehicle aligned with the domain control computing 
architecture.  An example of such a power and signal backbone is illustrated here with a system offered 
by Aptiv: 
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While this may seem like a simple change, moving software contained to local ECUs into zone controllers 
has an important consequence.  Software moved into zone controllers becomes available for OTA 
updates.  This has huge potential for ongoing updates to sell consumers additional functionality though 
apps or vehicle service subscriptions.  This also requires the software to be separated from the hardware 
system sold by Tier 1 suppliers, which has significant impact on their revenue stream.  Tier 1 suppliers 
would need to provide software separately from the hardware they sell, eliminating the ECU from their 
product offering. 

Enabling Technologies - Vehicle Operating Systems - Suppliers of vehicle connectivity and operating 
systems are also active in supporting open architecture based on domain control units, as seen in the 
example from Huawei: 
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Under this scenario presented by Huawei, vehicle control and computing is centralized in domain/zone 
controllers, supported by power data centers that collect and process data and power sensors.  Other 
more traditional Tier 1 automotive suppliers are teaming with the IT community to deliver a variety of 
cloud-based vehicle services: 

 

Connecting vehicles to the worldwide web and the cloud can enable local processing of sensory 
information, as the vehicle assumes the role of edge computing devices.  As an edge device, the 
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connected car becomes an important element of the automotive Internet of Things/cloud network, 
providing initial processing of data captured by the vehicle and then shared via the cloud.  Vehicle OEMs 
are driving the industry direction toward connected open vehicle architectures with the help of their 
partners, as seen in the VW example: 

 

Enabling Technologies – V2X Deployment/Creating the Connection 

A secure connection from and to the vehicle is increasingly becoming standard equipment for new 
vehicles produced today.  The following illustration shows the progress toward making new vehicles part 
of the worldwide web: 

Connected Vehicles Built in 2020 and 2025 projections 
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Sales of connected cars are expected to increase more than four-fold in the next five years. (Source: ABI 
Research).  In the US, over 13 million connected cars were produced in 2020; 91% of new cars sold were 
connected cars. (Sources: ABI Research, Marklines) 

The world vehicle fleet changes slowly as vehicle useful life can extend to 20 years or more.  Scott 
McCormick, President of the Connected Vehicle Trade Association, believes  “If all new vehicles sold 
were to start being connected tomorrow, it would take 15 years for the entire fleet to be enabled.” 

These connections position vehicles to provide their owners and other data users with critical informtion 
to enable additional services: 

 

Avoiding the expense and inconvenience of taking (and generally leaving) a car at a dealership for 
service appeals to vehicle OEMs and owners. 

Governments also are aware of the growing demand for the efficiency and convenience of OTA systems, 
and are responding with regulations to govern their roll out and use - as well as the challenges - as seen 
in the case of the China market: 
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Vehicle Roll Out – Key Enablers 

Key to enabling these technologies are actual vehicle programs to build these communication systems 
into the vehicles being manufactured and sold. So, are these key vehicle communication building blocks 
being installed in vehicles being designed today? We can see indicators in product announcements 
included in investor packages issued by key suppliers: 
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In the management discussions for the first two quarters of 2022, Aptiv is reporting progress on domain 
architecture centralization and Smart Vehicle Architecture in their recent communications to investors. 

 

In that same period, Continental is reporting new orders for Telematic Control Units (TCUs) that enable 
advanced vehicle connectivity and control systems in their recent investor communications. 
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Summary and Conclusions 

 

 

What Remains to be Done? 

Compliance - Providing systems to assure the updates to software comply with regulations and are 
effectively implemented remains a challenge, given the rapid advance of software-defined vehicle 
systems, as seen in this autonomous vehicle software illustration: 

 

Continue to Build a Fleet of Connected Vehicles – Global Markets 

While new cars are increasingly equipped with TCUs (electronics that enable vehicles to send and 
receive more sophisticated data), fully rolling this technology out to the global fleet will require about 15 
years.  Concurrently, cellular systems (5G and beyond) will be capable partners with the connected car 
universe. 
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Compliance: Over the Air Updates – Managing for the Long Term 

Manufacturers will need to support the local requirements for OTA updates. This will take a different 
form in various world markets, as illustrated in the case of China. 

 

These challenges require solutions from the vehicle manufacturers working with regulators in world 
markets. Compliance will be essential to enjoy the many benefits of OTA updates. 

What IP Is Involved & How Can the IP Profession Assist in Managing IP Rights? 

Standard Essential Patents – Industry Standards for smart cars and cities will continue to generate new 
standards building on CV2X (Cellular Vehicle to Everything) and WiFi based protocols. While the 
momentum for CV2X is strong, riding on the coattails of the worldwide smartphone rollout, 5G 
penetration will roll out first in major metropolitan markets. Established protocols, like Wi-Fi/DSRC, will 
continue to play a role for the foreseeable future. While there is debate on which 5G patents are 
essential, the following leaders will no doubt play a role in licensing rights for vehicles and the 
supporting data infrastructure: 
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Clarivate- Derwent TM - Demystifying the 5G standard essential patent landscape published on August 17, 2020.   

 

 

While the final roll out of 5G and actual configuration of the communication technology in the vehicle 
will determine the rights required, the rights will come from these key IP owners. 

Moving Control Software to Zone Controllers - Separating (extracting) software from the hardware 
systems they control will also pose an important challenge to Tier 1 system suppliers.  Vehicle OEMs will 
need access to software to load into zone controllers.  This Tier 1 software should be made available 
under license to control how and where the code is used by the vehicle OEM.  Tier 1 suppliers have 
developed these control algorithms over decades and this code is a key IP asset.  Our profession can 
support clients through creating durable licenses with terms that protect the owners of the software as 
Zone Control becomes the basic vehicle architecture. 

Software Development & Protection – Vehicle Applications - Apps 

Once vehicles become capable of accepting authorized software, creating special applications will 
provide a multitude of opportunities for software developers to work with OEMS to make their software 
available to vehicle owners. 
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One key opportunity for small-to-medium-sized firms and start-ups will involve new applications, which 
these open vehicle architectures will support.  Approval and release of these car-based apps will need to 
follow the smartphone model and be controlled through an approved source, like the vehicle OEMs. 
These products may be rolled out as software as a service, with features enabled by vehicle OEMS, for 
extended vehicle range (Tesla example), or additional horsepower (Polestar).  The market for enhanced 
performance features will be strong, creating an almost limitless market for new user-defined 
applications for the vehicle. These software-defined features can extend the working life of the vehicle 
and create huge markets for software and connected vehicle enabled services. 

 

Concluding Thoughts:  

The IP profession can benefit from work with software programmers and small-to-medium sized 
businesses that will create these software-defined vehicles and new connected vehicle applications. The 
evolution of smartphone applications created a new “apps” industry. Connected vehicles with open 
vehicle systems have the potential to take the apps development industry to the next important level. IP 
will be at the center of this industry and protecting it will create value for IP owners and developers as 
these industries develop and mature. Speed to market will be essential for optimal deployment of this 
new software, but managing and retaining IP rights to the software in an open-source world is a 
daunting task. This need will create opportunities for the IP profession to work with software 
professionals and their firms to create and protect proprietary software-based IP rights. 

 

 
John Carney 
Chair – Automotive Industry Advisory Board 
Licensing Executive Society International 
September 5, 2022 
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Other Reading 

 

Automotive Pay per Use 

https://getjerry.com/insights/volkswagen-plans-implement-pay-per-use-car-technology 

https://www.vice.com/en/article/epxzya/car-companies-want-you-to-keep-paying-for-features-you-
already-have 

 

Software Defined Vehicles 

https://www.bosch-mobility-solutions.com/en/solutions/software-and-services/open-technology-
platform-for-software-defined-vehicles/ 

 

Standards 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/93
6211/BSI-Future-of-Transport-system-interoperability-and-standards-report-accessible.pdf 

https://www.bsigroup.com/globalassets/localfiles/en-gb/cav/cav-standards-roadmap/cav-standards-
roadmap-2022.pdf 
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Standards Involved – Connected and Autonomous Vehicles 
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Standards – Data Exchange and Interoperability 
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Standards – Communication  

Under development – SAE (Society of Automotive Engineers – US) 

 

 

Vehicle Architecture for Data Communications Standards 

Works in Progress 

Project   Title Sponsor Date  

J1850 Class B Data Communications Network Interface Mark Zachos May 19, 
2022 

J2056/3 Selection of Transmission Media Mark Zachos May 19, 
2022 

J2057/1 Class A Application/Definition Mark Zachos May 19, 
2022 

J2057/2 Class A Multiplexing Actuators Mark Zachos May 19, 
2022 

J2057/3 Class A Multiplexing Sensors Mark Zachos May 19, 
2022 

J2057/4 Class A Multiplexing Architecture Strategies Mark Zachos May 19, 
2022 

J2284/3 High-Speed CAN (HSC) for Vehicle Applications at 500 
KBPS 

Ajeya Y. 
Gupta 

Apr 27, 
2022 

J2284/4 High-Speed CAN (HSC) for Vehicle Applications at 500 
kbps with CAN FD Data at 2 Mbps 

Natalie 
Wienckowski 

Dec 17, 
2021 

J2284/5 High-Speed CAN (HSC) for Vehicle Applications at 500 
kbps with CAN FD Data at 5 Mbps 

Natalie 
Wienckowski 

Dec 17, 
2021 

J2411 Single Wire Can Network for Vehicle Applications Mark Zachos May 19, 
2022 
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J2716 SENT - Single Edge Nibble Transmission for Automotive 
Applications 

Vincent M. 
Hiligsmann 

May 11, 
2022 

J2962-2 Communication Transceivers Qualification 
Requirements - CAN 

Doug Oliver Nov 15, 
2021 

J2962-3 Communication Transceivers Qualification 
Requirements - Ethernet 

Doug Oliver Oct 29, 
2021 

J2962/1 Communication Transceivers Qualification 
Requirements - LIN 

Doug Oliver Oct 29, 
2021 

J3076 Clock Extension Peripheral Interface (CXPI) Mark Zachos May 19, 
2022 

J3076-1 SAE J3076-1 Clock Extension Peripheral Interface (CXPI) Gangolf 
Feiter 

Feb 10, 
2017 

 

 


